
1 Minute Madness

Order of presentations:

1. Preventing EFail Attacks with Client-Side WebAssembly

2. Differential Privacy for Private Pattern Protection

3. SLASH: Serverless Apache Spark Hub (demo)

4. Pattern-Level Privacy in DCEP

5. Goodbye Engineered ANNs, Hello Evolutionary Neural Networks

6. ComDeX Unveiled Demonstrating the Future of IoT-Enhanced …

7. Practical Forecasting of Cryptocoins Timeseries using…

8. Thetacrypt: a distributed service for threshold cryptography…

9. No One Size (PPM) Fits All: Towards Privacy in Stream…

10.Cognitive Cyber Defense - Dynamic, Adaptive Cyber…

11. StreamToxWatch – Detector Architecture for Data Poisoning…

12.  Handling Inconsistent Data in Industry 4.0

13. Privacy-preserving Transaction DAG

14. Decentralized Stream Reasoning Agents

15. Agent-based Orchestration on a Swarm of Edge Devices
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Cognitive Cyber Defense - Dynamic, Adaptive Cyber Defense Systems 
for Massively Distributed, Autonomous, and Ad-hoc Computing 
Environments - A New Brand of Cyber.

Cognitive Cyber Principles:

(a) Multi-modal and multi-scale cyber defense
(b) Dynamic adaptation
(c) Autonomous responses and operations

The unprecedented scale, speed, and scope of 
interconnectivity, ranging from the microsensors on the edge to 
the global networks, will be the prominent characteristics of the 
emerging computing environments.

Our current cyber defense methods, designed for the 
computing environments we know, will be mainly rendered 
inadequate for these future environments.  To meet the 
emerging cyber defense demands, we need a new approach.
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StreamToxWatch – Detector Architecture for 
Data Poisoning in Streams

Functions:

• Input Analysis

• Adversarial Drift Detection

• Model Performance Monitoring

System Protocols and Components:

• ToxWatch Protocol

• Baselining

• Performance and Monitoring 
Configurations

Edmon Begoli, begolie@ornl.gov, Oak Ridge 
National Laboratory (ORNL)
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